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1. OVERVIEW  

 

In the Digital Age, news and stories get circulated at 

tremendous speed with the help of social media 

platforms such as Facebook and WhatsApp. While 

technological aids have helped to make news and 

information more accessible, the rise of fake news in 

the world has become a growing concern in recent 

years.  

 

The intent of fabricating and spreading fake news is 

not always malicious. Some people may fabricate 

fake news simply “for fun”, while others simply 

forward questionable news articles without 

checking the source. Regardless of the intent, the 

circulation of fake news makes it difficult for society 

to identify which news articles are real, and which 

are not, which may result in public confusion and 

unnecessary panic in some cases. 

 

Some measures have been put in place to combat the 

circulation of fake news in Singapore. For instance, 

the Singapore Government passed the Protection 

from Online Falsehoods and Manipulation Act in 

2019 to help combat the circulation of fake news in 

Singapore. Under this act, individuals who 

knowingly disseminate online false statements that 

threaten the security of Singapore may face a fine or 

even imprisonment. While this will certainly serve 

as a deterrence to the circulation of fake news, the 

public may not always be able to differentiate 

between the truth and lies.   

 

 

 
Figure 1 - Infographics on fake news survey in 

Singapore 

 

 



In 2018, a survey was conducted in Singapore by 

global independent market research agency, Ipsos 

(refer to Figure 1). The result shows four in five 

Singaporeans say that they can confidently spot fake 

news, but when put to the test, about 90 per cent 

mistakenly identified at least one out of five fake 

headlines as being real (Ng, H., 2018). Hence, we 

believe that more can be done to help the public 

distinguish between real and fake news, and this 

became the genesis of this project. 

 

Through this project, we aim to create a machine 

learning model with the task (T) of classifying 

online news articles based on their reliability. The 

performance (P) will be measured by the accuracy 

of the fake news articles that are detected, and the 

experience (E) will be historical news articles that 

have been labeled fake or reliable. 

 

The business application of this project is twofold. 

At a consumer level, it can be used by the public to 

help identify fake news and scams, reducing their 

likelihood of falling for them. For instance, in the 

recent and ongoing case of the COVID-19 outbreak, 

there has been many cases of fake news such as 

school closure and fake DORSCON escalation 

report from MOH circulating around social media 

and online resources. By identifying such fake news 

early, we can help to control spreading the wrong 

information to the people around us and create 

unnecessary public panic.  

 

At a business level, news outlets can use machine-

learning models like this to distinguish between fake 

and genuine reports of new events, allowing them to 

better deliver breaking news with a low risk of 

public embarrassment. Government agencies such 

as the Singapore Police Force can also avoid 

unnecessary investigations arising from such fake 

reports. 

  
Figure 2 - Example of fake news debunked 

    
Figure 3 - Example of fake news debunked 

 

 

  



2. DATA EXPLORATION 

 

The dataset chosen for this project is the 

FakeNewsCorpus obtained from Github 

(Szpakowski M., 2018), which is an open source 

dataset composed of millions of news articles 

collected from a curated list of 1001 domains. It 

contains 9 news csv files format with 27GB of data 

and represents 15 features with 12 categories of 

news type. Out of the 12 news types (refer to Table 

1), fake and reliable are selected to identify fake 

news from our problem statement while other news 

types were not used in this study. This is because the 

other news types appear to consist mainly of opinion 

pieces which are not objectively true or false. Hence, 

they do not fit the business question for the fake 

news classifier. 

 

Table 1 - News types from the dataset.  

News Type Description 

fake Sources that entirely fabricate 

information, disseminate 

deceptive content, or grossly 

distort actual news reports 

satire Sources that use humor, irony, 

exaggeration, ridicule, and false 

information to comment on 

current events. 

bias Sources that come from a 

particular point of view and may 

rely on propaganda, 

decontextualized information, and 

opinions distorted as facts. 

conspiracy Sources that are well-known 

promoters of kooky conspiracy 

theories. 

state Sources in repressive states 

operating under government 

sanction. 

junksci Sources that promote 

pseudoscience, metaphysics, 

naturalistic fallacies, and other 

scientifically dubious claims. 

hate Sources that actively promote 

racism, misogyny, homophobia, 

and other forms of discrimination. 

clickbait Sources that provide generally 

credible content, but use 

exaggerated, misleading, or 

questionable headlines, social 

media descriptions, and/or 

images. 

unreliable Sources that may be reliable but 

whose contents require further 

verification. 

political Sources that provide generally 

verifiable information in support 

of certain points of view or 

political orientations. 

reliable Sources that circulate news and 

information in a manner 

consistent with traditional and 

ethical practices in journalism. 

 

Out of the 15 features, the following features were 

selected for the machine learning solution (refer to 

Table 2). 

 

Table 2 - Selected features from the dataset.  

Feature 

Name 

Description 

Domain URL Source of the news article  

Type Label for the news  

(fake vs reliable) 

Content The content body for the news  

Author  Author of the news article  

Title  The title for the news  

  

Data cleaning process involves removal of 

duplicates and null contents  from Fake and Reliable 

news categories. Prior to data exploration and model 

learning, data was chunked into appropriate size 

during reading of the raw data into our local 

computer to extract 100,000 rows from each of the 

fake and reliable news datasets to build our machine 

learning models.  

 

 



 
Figure 4 - Sample screenshot of dataset with 

selected features 

 

Next, n-grams word clouds are processed through 

the cleaned dataset of fake and reliable news types.  

 

From the Uni-gram word cloud (refer to Figure 5), 

fake and reliable news share similar terms such as 

“news” and “people”. However, terms such as 

“source”, “http”, and “fact” appear unexpectedly in 

the Fake news category. They may be used to 

increase reliability and gain trust from the readers.

 
Figure 5 - Uni-gram word cloud 

 

From the Bi-gram word cloud (refer to Figure 6), 

reliable news can be seen as association with “new 

york”, “united states”, “donald trump” compared to 

“story_fact”, “readers_think”, “http_www” which 

frequently appears on Fake news. 

 

 
Figure 6 - Bi-gram word cloud 

 

Lastly, in the Tri-gram word cloud (refer to Figure 

7), reliable news capture readers' attention through 

important terms such as “president”, “usa”, 

“donald_trump” and “barack_obama”. Date is also a 

significant feature in reliable news. Apart from 

“fact”, “story” terms found continuously on fake 

news, “blockchain” is another word to catch 

audience attention. 

 
Figure 7 - Tri-gram word cloud 

 

 

3. SYSTEM ARCHITECTURE 

 

Considering the size of the dataset and complexity 

of text transformation, PySpark program was 

adopted to facilitate the study. The platform being 

used in this study is Google Cloud Platform - a 

Google bucket was created as the file system to store 

the dataset and notebooks, another function being 

used is Google VM Cluster. The cluster was created 

containing 5 VMs, each providing 4 CPUs and 25 

GB RAM. The VM environment was configured 

with  Debian 9, Hadoop 2.9 and Spark 2.4. While 

creating the cluster, the bucket  was associated with 

the cluster and enabled anaconda service and jupyter 

notebook, so that the cluster can automatically load 

the notebook into Jupyter. 

 

Figure 8 illustrates the system architecture setup 

explaining how all the resources were linked and 

worked together.  

 

 
Figure 8 - System Architecture Diagram  

 

On the side note, in order to maximize the cluster 

computing power, the “spark deploy mode” was set 

as “cluster”, so that the cluster can choose any free 

VM as the driver node and rest of the VMs as the 

work nodes (refer to Figures 9 to 11). With that 

setup, multiple jobs can be performed concurrently 



to allow the development process to be more 

efficient. 

 

 
Figure 9 - Master Node Configuration 

 

 

Figure 10 - Work Nodes Configuration 

 

 
Figure 11 - Cluster Services Configuration 

 

  



4. DATA PRE-PROCESSING 

 

Most of our pre-processing steps focused on 

tokenizing existing unstructured text fields such as 

“Content” and “Title”. Only 1 field was manually 

created i.e. Missing_Authors. 

 

A pipeline was built consisting of the following 

steps in data pre-processing: 

● RegexTokenizer to take in only 

alphanumeric characters  

● StopWordsRemover to remove common 

words such as “I”, “and”, “the” etc 

● CountVectorizer to convert a collection of 

text documents to a matrix of token counts 

● IDF to measure the importance of every 

term. Specifically, it is a mathematical 

calculation IDF(t) = log_e(Total number of 

documents / Number of documents with 

term t in it). 

● Principal Component Analysis (PCA) on 

tf-idf features to reduce n-dimensional data 

to k-dimensional data to speed things up in 

machine learning. In our case, we set k = 

100. 

 

 
Figure 12 - Code snippets for data pre-processing 

including RegexTokenizer, StopWordsRemover, 

CountVectorizer, IDF and PCA transformation.  

 

Finally, the data was split into 80% training and 20% 

testing.  The training dataset was used to feed into 

building models, whereas the testing dataset was 

used to evaluate the performance of the model on 

unseen data. 

 

From the data preparations, four different datasets 

were created. The first dataset contains only the 

contents from the news corpus and the second 

dataset contains the title and the missing author 

indicator on top of the contents of the news corpus. 

Then PCA transformation was applied to the two 

datasets to generate the third and forth datasets 

(refer to Table 3).  

 

Table 3 - Multiple datasets created for machine 

learning model 

S/No Dataset Description 

1 Content only (without PCA) 

2 Content + Title + Missing Authors 

(without PCA) 

3 Content only (with PCA) 

4 Content + Title + Missing Authors 

(with PCA) 

 

 

5. MACHINE LEARNING MODELS 

 

The problem was defined to be a binary 

classification problem, hence, the following five 

supervised machine learning techniques were 

applied:  

● Logistic Regression  

● Decision Tree Classifier  

● Random Forest Classifier  

● Gradient Boosted Tree Classifier  

● Naive Bayes Classifier  

 

However, Naive Bayes Classifier does not allow 

negative values, hence the Naive Bayes will not be 

used for the datasets with PCA transformation  

 

The results for each of the models are being 

tabulated based on their Accuracy score and ROC-

AUC score that were chosen to measure the 

performance of the models (refer to Tables 4 to 8).  

 

Table 4 - Results for Logistic Regression: best 

performance for logistic regression yielded an 

accuracy of 95.3% and ROC-AUC score of 98.8%. 

Dataset 

No. 

Accuracy  

Score 

ROC-AUC 

Score 

1 94.6% 98.5% 

2 95.3% 98.8% 

3 88.9% 94.9%  

4 89.8% 95.3% 



Table 5 - Results for Decision Tree Classifier: best 

performance for decision tree classifier yielded an 

accuracy of 93.0% and ROC-AUC score of 97.2%. 

Dataset 

No. 

Accuracy  

Score 

ROC-AUC 

Score 

1 93.0% 97.1% 

2 93.0% 97.2% 

3 83.1% 90.2% 

4 82.8% 89.9% 

 

Table 5 - Results for Random Forest Classifier: best 

performance for random forest classifier yielded an 

accuracy of 93.3% and ROC-AUC score of 98.5%. 

Dataset  

No. 

Accuracy 

Score 

ROC-AUC 

Score 

1 93.3% 98.5% 

2 93.1% 98.5% 

3 87.2% 94.6% 

4 86.8% 94.3% 

 

Table 7 - Results for Gradient Boosted Tree 

Classifier: best performance for gradient boosted 

tree classifier yielded an accuracy of 95.9% and 

ROC-AUC score of 99.4%. Both datasets without 

PCA transformation gave the same results. Dataset 

1 is preferred over dataset 2 since it has less features 

included (a simpler model).  

Dataset 

No. 

Accuracy 

Score 

ROC-AUC 

Score 

1 95.9% 99.4% 

2 95.9% 99.4% 

3 90.4% 96.8% 

4 90.5% 96.8% 

 

 

 

Table 8 - Results for Naive Bayes Classifier: best 

performance for naive bayes classifier yielded an 

accuracy of 87.3% and ROC-AUC score of 91.5%. 

Dataset 

No. 

Accuracy  

Score 

ROC-AUC 

Score 

1 87.3% 91.5% 

2 86.9% 90.9% 

3 - - 

4 - - 

 

As mentioned previously, the Naive Bayes does not 

take in negative values, hence, there were no results 

for the two datasets that underwent PCA 

transformation in the Naive Bayes classifier (refer to 

Table 7). 

 

 

6. INSIGHTS 

 

Insights can then be drawn based on the results from 

the performance of the models. 

 

Firstly, there were only slight differences in the 

results between the datasets using the content only 

and datasets that included the title and missing 

authors. This shows that the title and missing authors 

indicator did not have significant contribution 

towards the prediction of the labels for the news 

corpus.  

 

Secondly, it can be observed that the results using 

the datasets without applying PCA transformation 

were significantly better than the models using the 

PCA features. Hence, we can infer that the original 

datasets without PCA transformation will perform 

better for the prediction.  

 

To summarise the results (refer to Table 9), the 

gradient boosted tree classifier gave the best results 

with an accuracy score of 95.9% and ROC-AUC 

score of more than 99% with both Datasets 1 and 2 

(refer to Table 3). However, the logistic regression 

model which is the next best model, is also an 

honorable mention with an accuracy score of 95.3% 

and AUC score of 98.8% with Dataset 2 (refer to 

Table 3).  

 



Table 9 - Best performance results from each 

machine learning model. 

ML  

Model 

Dataset 

No. 

Accuracy 

Score 

ROC- 

AUC 

Score 

Logistic 

Regression 

2 95.3% 98.8% 

Decision 

Tree 

2 93.0% 97.2% 

Random 

Forest 

1 93.3% 98.5% 

Gradient 

Boosted Tree 

1 95.9% 99.4% 

Naive  

Bayes 

1 87.3% 91.5% 

 

Despite the slight differences in the results of less 

than 1% between the logistic regression model 

against the gradient boosted tree classifier, the 

runtime for the logistic regression, which is around 

4 minutes, was significantly faster than the gradient 

boosted tree classifier which took more than 3 hours 

to train and predict. 

 

 

7. CONCLUSION 

 

The gradient boosted tree classifier gave the best 

results with an accuracy score of around 96% and 

AUC score of 99%. Which means that out of 100 

news, 96 will be classified correctly. And out of 100 

news that is classified to be fake, we have a 99% 

confidence that the prediction is correct. While the 

runner up, logistic regression, is not far behind with 

an accuracy score of around 95%, has a significantly 

faster runtime as compared to that of the gradient 

boosted tree 

 

However, there were some limitations to the 

machine learning models.  

 

Unfortunately, we were not able to obtain enough 

local news corpus data that is applicable to the 

Singapore context. The data that we were able to get 

are mainly US-related data which was apparent in 

the data exploration. Some of the words that 

appeared many times were phrases such as “Donald 

Trump”, “New York” and “United States”. Also, 

most of the data were dated in late 2016 when the 

US presidential election happened. Hence, the 

trained models may not be effective for the more 

recent events or news.  

 

In addition, the word semantics were not taken into 

consideration in the machine learning model. As a 

result, the interpretability of the models will be 

lacking in terms of the capability of using the model 

to generate or understand key words in a "fake" 

news corpus. Instead, we have to rely on the model 

to predict whether the news report is reliable or fake. 

 

Nevertheless, despite the limitations, with the high 

accuracy that the models were able to achieve, our 

team believes that the models can be retrained with 

the relevant datasets, to give the classification 

predictions for the business applications.  
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